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NnpocCcTble npaBuna,
KOTOpble JOJIXEeH 3HaTb
KaXabll WKOJIbHUK

«HenpnkoCHOBEHHOCTbL Hallen YacCTHOW
XV3HW MNoABEepraeTcs aTakaM OAHOBPEMEHHO
C HECKOJIbKUX CTOPOH»

Tum Kyk
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OnacHble Urpbl
B KNéep-
MPoOCTpPaHCTBEe

Knbepyrposbl, O KOTOPbLIX HYXHO 3HATb

KubepbeszonacHocTb

KOMMMeKC Mep Mo 3auwnTe WHOOpMaLyM, KOMMbHTEPOB,
CepBEPOB, MOOUMbHbLIX YCTPOWCTB N CeTewn
OT HECaHKUMNOHMPOBAHHOMO AOCTYyMNa, Kpaxu AaHHbIX,
BPEAOHOCHbIX MPOrpamMM U APYrux Knbepyrpos.

Tipo OCHOBHbIX BU O A

00
onacHocTel: i
: 3
~ 0111
KnbeprnpecTynneHme — 3TO AENCTBUSA, CBA3AHHbIC Hai
C aTakon N HapyueHneM (yHKLVOHNPOBaHWA }:00
MHDOPMALIMOHHBIX CUCTEM, COBEPIUAEMbIE OfHUM
VAN FPYMMnon 3M0YMbILAEHHUKOB paan 2 0
MaTepUanbHON HaXyBb .

Vs

Knbeparaka - aTO pencTsus,

U TUU
&? }?g} HampaBfieHHble Ha MoflyueHne
1 1 KOHOUAEeHUMaANbHOW MHMOPMaLNK .
1 110 L
0 1110
011 00
) 11
Knbepreppopnam — 3TO AEWCTBUSA, UMeKlme 133
cBOeN UenbWw AeCTabunnsauyin 3MeKTPOHHbLIX 110

cCncreMm C HaMepeHumeM rnocedTb CTpax
nMnn naHuKy cpeignm HacesJieHn4d.
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be30ornacHoOCTb
NnpeBbIille BCero

co3pai napofib, KOTOpPbIA HEe B3JIOMaKT

Naponb ponxeH 6biTb ANVHHBIM (HE MeHee
8 CUMBOJNIOB) U COAepXaTb OyKBbl pasHOro
permcTpa, uuidpbl U creumanbHble CUMBOSbI.

PerynsapHo
MEHANTE Naposin.

Ve

He wncnonb3ynTe npocTble KOMOUHauMK

* * * * * Bpoge «123456» mnn «password».

\

Hvkorpa He mMcnonb3ymTe OAWH N TOT Xe ﬂ
naponb ANsi Pa3HblX akKKayHTOB. J éL/

JlonosIHNTeIbHbIA War
K 6e30MacHOCTWM

aByxhakTopHas ayTeHTupukaumsa (2FA)

9TO AOMONHUTENBHLIM YPOBEHb 3aWWTbl, MNPU KOTOPOM
nocne BBOAA Mapofid BaM HYXHO MOATBEPAVTbH

CBOKW JNIMYHOCTbL uYepe3 KO, OTMNPaBlIEHHbIN

Ha Tene@oH VNN 3MEeKTPOHHYH MOUTY.

BknwunTe ABYX(PaKTOPHYH
ayTeEHTUPMKaUMK Be3spne,
rAe 2TO BO3MOXHO.
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He pnainTe
BPYyCcaM LWWaHCca

aHTusnpycHoe [10

YcTaHOBUTE QHTWMBUPYCHbIE MPOrpPaMMbl
Ha BCe yCTponcTBa, KOTOpble
Bbl MCMONb3yeTe ANs BblIXOAa B WHTEPHET.

o

Ve

PeryndapHo obHoBnanmTe mx 6a3bl AaHHbIX
N MPOBOANTE CKAHWPOBAHME CUCTEMbI.

Ncnonb3ymnTe TONbLKO opuumanbHble UCTOUHUKN _\
ANS CKauMBaHWS NPOrpamMMm v MNPUITOXEHWN . —

O6HOBJIeHUSA MporpaMMHoOro
o6ecre4yeHus

[loBblweHne 3¢pPpeKTMBHOCTU U HOBbIE (YHKUUN

YbeanTechb, UTO oOnepauyioHHasi CUCTEeMa Ballero KOMMbHTepa,
a TakKXe BCe YCTAaHOBMEHHbIE MPUNIOXEHNs, Bceraa OOHOBEHD
A0 MOCNeAHNX Bepcun. (

OBHOBMNEHNA YaCTO COoAepXaT MCNpaBeHUs
YA3BMMOCTEN, KOTOPbIE MOMYT WUCMNOMIb30BATb
3/10YMbIWEHHUKMN .
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He nanTe Knéep-
npecTynHUKam
WwaHca

6yHbTe OCTOPOXHbI C CCbUIKaMnN N BJIOXEHUAMU

Hukorpa He nepexopanTe Mo nNojo3pUTesibHbIM
CCbIIKaM, faxXe eCnn OHU Mpuwnn

OT 3HaKOMbIX nwaen. MOWeHHWKWN MOoryT
noajensiBaTb ajpeca OTnpaBUTeENen.

Bcerpa npoBepante
URL-agpec ccbinku L
nepej TeM, Kak

KINKHYTb Ha Heé. )
He oTkpbiBaTe BNOXEHUS B MUCbMax

OT Hen3BeCTHbIX OTI'IpaBI/ITeJ'IePI.

Pe3epBHOE
KornupoBaHue

COXpPaHAeM BaXHYH WHpopMaLUK

PerynsdpHo co3paBanTe pe3epBHble KOMUM BaxHbIX (Hannos,
uTObObl N36EeXaTb MOTEPU AAHHLIX B Cliyyae aTakwu
BUpycoB-lndppoBanbumkos (ransomware).
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CounanbHble
ceTun

CoxpaHu cBOW paHHble B 6e3onacHoCcTH

HacTponTe npuvBaTHOCTb CBOUX Mpopunen
B CoOUMalnbHbIX CeTAX, 4YTODObl OrpaHNUNTb
LOCTYM MOCTOPOHHUX MWL, K Bawew WHPopMaunn.

- 1
He npuHuMariTe 3anpocbl ApyXObl 1
OT HEe3HaKOMbIX NAEN .

0 00

b
S — R — ]
b

0

ByabTe BHMMaTeNbHbl Npy Nybnmkaumn
boTorpapun 1 BUAEO — OHU MOryT OblTb
NCMONb30BaHbl MPOTMB BacC.

A —

VPN :
1
obecneunTtb 6e30MacHOCTb B WHTEpPHeTe

i

Ecnn Bbl nogknwuaeTecb K obwecTBeHHbIM Wi-Fi ceTam,
NCNonb3ynTe BUPTyaslbHble yacTHble cetn (VPN),

uTOOblI IawnNPpoBaTb CBOW TpaPuk M NPefoTBPATUTb
nepexsaT JAaHHbIX .
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CoxpaHsaeMm
NMEMMBaTHOCTbL

OrpaHNuUbLTE AOCTYN K JIMUHOW WNHPOpMaLUN

He nybnnkymTe CAMWKOM MHOIMO JIMUHBLIX AAHHbLIX B COLMANbHbLIX
ceTdax U Ha ¢QopyMax.UHpopMauysa Bpoje Bawero MoSIHOrO WMEHM,
ajgpeca MpoxvBaHUA, HoOMepa TenepoHa NN AaTbl POXLEHUSA MOXET
CTaTb WHCTPYMEHTOM B PYKaX 3J/IOYMbIWIEHHUNKOB .

MOWEHHVKN MOryT WCMNONb30BaTb 3TY WHPOPMALMK ANSA CO3LaHUSA
hanbWwMBbIX MPOOUNEN UNWN aTakK TUNa «CounianbHOWM WMHXEHEPUUN» .

Ecnn KTo-TO MpoCUT Bac MpefoCTaBUTb NUUHYH
NHbhOpMaLMK Uepe3 3MEKTPOHHYH MOUTY UNKU CcoobuweHus,
BCerjga MpoBepsinTe MCTOUYHMK 3anpoca.

4 N\
\ [TOMHUTE, UTO MOWEHHNKN
MOIYT MPUTBOPATLCS
BaWVMU ApPY3bSAMM

NN POACTBEHHUKAMMU,
uTObbl BbIMAHUTL Yy BacC
NNUHbIE [AaHHbIE .

/\ )
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OULLUVHTI

obe3onacb cebsi 1 ¢cBOU (PUHAHCHI

3MOYMbINEHHNKN CO34aKT MOAAENbHbIE
CanTbl NN MUCbMa, KOTOPbIE BbIrNSAAAT

‘ ‘ Kak HacTosiyme, UTobbl 3aCTaBUTb Bac
BBECTWN NNUHbIE [aHHbIE, TaKne KakK JOrUHbI,

naponu wnnm Homepa GaHKOBCKUX KapT.

)

byabTe BHUMaTENbHbI
n npoeepanTe URL-appeca canToB
nepej BBOALOM KOHPUAEHUMANbHOWM MHPOpMaUUn .

BaM MoryT npepnoxmTb MNOnyunTb 6ecnnaTHbIi NojapokK

WA YUYaCcTBOBATb B PO3bIrpbille, HO ANs 3TOro norpebyeTcs
BBECTW JINUHYH MHOOPMALMK WN OMNATUTb HEeBONblYH CYMMY .
9TO ynoBKa ANS MNONyUEeHUS BaWWX AAHHbBIX .
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OCTOPOXHO,
MOLUeHHUKW

He CTaTb XEepPTBOW WaHTaxa

N BbiIMOINaTeJibCTBa

MOWEHHNKN MOryT YrpOoXaTb PAaCKpbITb Balwn
NuUHble GoTorpapum MmN nNepennucku,
€C/NN Bbl HE 3annaTnTe UM LEeHbIU.
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HemeaneHHo coobuyTe 06 3TOM poOAUTENAM, 1 }
YUNTENAM MW CneunanncTaM.

OCTOPOXHO,
dasibIWLNBKUN

nopapesibHble Mara3nHbl U ayKLUWUWOHBI

Mpn Nokynkax B WHTepHeTe obpawanTe BHVMaHWE
Ha OT3bIBbl MOKYyMNaTenen 1 penyTaumw npojasLa .

HekoTopble canTbl MOryT OblTb CO3[4aHbl
cneumanbHO AN9 TOro, JTOObl YyKpacTb
BalWy MJaTEXHYKW WHpOPpMaUnK.
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OCTOPOXHO,
CKPUMNT- MaViHep

-

9T CKPWNTbl BCTPAMBAKNTCA B BeO-CTpPaHMUpI
N WNCMONb3YHT pecypcChl BaWero KOMMbHTepa

ANs pobblum KpyNTOBaNWTbl 6€3 Bawero BejaoMa. o

CneanTe 3a Harpyskow Ha MnpoLeccop
N MCNoNb3ynTe GNOKMPOBUWMKYN pPeKIaMbl
N CKPUMNTOB.
3 IHEI

Cou.waana;l
NHXXeHepUus

He CTaTb NEWKON B UYXON uUrpe

9TOT BWJ, MOWEHHWYeCTBa OCHOBAaH

Ha MNCUXONOrNUYECKOM MaHUMYNMPOBAHUN .
Hanpvmep, BaM MOXeT MO3BOHWTb UYerioBeK,
NpeLCTaBMBLNACA COTPYAHUKOM bBaHka,

“ MNOMPOCUTb MNPEefOCTaBUTb HOMEP KapThl

mnn PIN-kopg. loMHMTE, UuTO HacTosAwme
COTPYAHUKN OAHKOB HMKOMAA He 3arpawvBaknT
TakKyw WHOOPMaUWMK Mo TenepoHy .




