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— KOMMJIEKC Mep Mo 3aumTe
MH(pOopMaUnM , KOMMNbHNTEPOB,
cepBepoB, MOOUSIbHbLIX
YCTPOUCTB N CeTen

KubepnpectTynneHne - 3TO AENCTBUA, CBA3AHHbIE
C aTakoM N HapylleHneM PYyHKUMNOHNPOBAHUA
NMHPOPMAUMOHHBIX CUNCTEM, COBepllaeMble OAHUM

NN CPynrnon 3MOYMbILTIEHHNKOB paan N
OT HECaHKUMNOHNPOBaHHOIO MaTepunanbHOM HaXWBbI. Knbeparaka
AOCTYIla, KpaXn OaHHbIX, \ — 2TO AENCTBUA,
BpPpeOHOCHbLIX TpOorpamMm N HanpaBieHHble
n Apyrmnx Knbepyrpos. Kunbepreppopnam — 3TO AENCTBUA, WMEHIIMNE Ha nonyyeHue
p : CBOEW uUenbl AecTadbunnmn3auui 3NeKTPOHHbIX KOHMW LEHLINA NTEHOW
110 cncreMm C HaMepeHnmemMm TMnocedTb CTpaX MH¢OpMaMMM.
1110 NN MnMaHukKy cpepn HaceneHus. N 4
011
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TAKoﬁ AEHb

KOHTEHT A4 COOBLLUECTB

be30MNnacHoOCTb

NpeBbille Bcero

co3pgan naposib, KOTOPbIN He B3JIOMAKT é&/ = N
PerynapHo
: N \K/f MEHANTE Maponn.
Naponb ponxeH 6biTb ANVMHHLIM (He MeHee He ncnonb3ynTe npocThie KOMOUHaUMW
8 CUMBOJIOB) N CoOjEepXaTb OyKBbl pa3HOro Bpoae «123456» mnnn «password». s =
perncTpa, umppbl 1 crieymanbHble CUMBOIIbI. \o “\
N 7, Hnkorga He MCNonb3ymTe OAUH N TOT Xe
***** MNapofib ANA pa3HblX aKKayHTOB.
S /\\\\\\\\
-
aByxXpakTopHasa ayTreHTupmkaumsa (2FA) BKIIOMWTE ABYKEAKTOPHYH
ayTEHTNINKaAUNK Be3ae,
4 e 23TO BO3MOXHO.
JOTO [AOMNOJIHNTESIbHLIN YPOBEHb 3alyThl, MNPM KOTOPOM MOCNe BBOAA MapOiA hS

BaM HYXHO rioagTeepinTb CBOH JINMUHOCTb 4Yepe3 KO, OTI'IpaBJ'IeHHbIVI Ha TeJ'qu)OH NN SJNIEKTPOHHYH TOUTY .
S
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X eee

He panTe
BYPYCaM LLaHCa

aHTusupycHoe [0 .

| i

PerynapHo obHoBnanTe mx 6a3bl AaHHbIX

e N NpoOBOAUNTE CKaHMPOBaHME CUCTEMLI.
YcTaHOBUTE aHTUBUPYCHbIE MPOrpamMmbl , :M::wﬁhjfffgthwﬁhwﬁhﬁ
Ha BCe YyCTpoucTBa, KOTOpble 4
Bbl MCMONIb3yeTe ANA BblIXOAa B WHTEPHET. Wcnonb3ymnTe TONBbKO oguuManbHble NCTOUHUKWN =

L ) ANA CKauMBaHWA MpoOrpaMMm 1 MpUIoOXeHUN .

\ /

OGHOBJIEeHNS NPOorpaMMHOro oéecrnevYeHus

[loBblIeHNEe 3(PPEeKTUBHOCTMN N HOBbIE (PYHKLUN

- A 4
YoéeanTecb, UTO onepaumoHHas CUCTEeMa Ballero KOMMbHTEpa, OBHOBMEHNS YaCTO ColepxaT WCNpaBreHUs
a TakKXe BCe YCTaHOBJIEHHbIE MPUIIOXEHNA, BCerja OOHOBMEHD YA3BMMOCTEN, KOTOPblE MOMYT MCMOMb30BaTh
A0 MocneiHnx Bepcun. 3I0YMbIWIEHHUKN .
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He panTe Knéep-
MpecTyYnHUMKaM WWaHca %

OyabTe OCTOPOXHbl C CCbHISIKAMW N BJIOXEHUSAMMU

4 N 4 N
Hnkorga He nepexoanTe No MNoAO3PUTESIbHbLIM Bcerpga nposepsante L
CCbINIKaM, AaxXe eclnim OHW MNpulnuv URL-appec ccCbiikun - N
OT 3HAKOMbIX nwaen. MoWweHHWKWN MOoryT nepep Tem, Kak He oTKpbiBanTe BJIOXEHNA B MMCbMax
noagensiBaTb ajpeca oTnpaBnTenen. KIMKHYTb Ha Hee. OT HEN3BECTHLIX OTMNpaBUTENEN.

\ ) N ) \ )

Pe3epBHOE KonmMpoBaHve
0

) 2 0 0
PerynsapHo co3jaBanTe pe3epBHble KOMUK BaXHbiX (annoB, UTOOb n3bexaTb noTepwu 30 1
JaHHbIX B Cllyyae aTaky BUPYCOB-WMPpOBanbWMKOB (ransomware). 10 13
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CoumanbHble ceTh

COXpaHM CBOU AaHHble B 6e30MmacHoOCTW

-

4 N 4
HacTponTe npmBaTHOCTbL CBOMX MpoOPUIeENn He npuHMMamTe 3anpochl APYXOb ‘\
B COUMAJIbHbIX CEeTHAX, UTOObI Oor paHNUNTb OT HEe3HAKOMbIX nmﬂeﬂ_ ~—
AOCTYM MNOCTOPOHHUX NUU, K Ballern MHpopMaunn. \
o //
4 N

byabTe BHMMaTENbHbI NpMY MNyb6nmMkKaunm
oTorpadhmn n BNAEO — OHW MOryT ObITb

NCTOJIb30BaHbl TMPOTMMB BacC.

\

)

VPN

obecneunTb 6e30MacHOCTb B WHTEpPHeTe

.
Ecnu Bbl noaknwuaeTecb K obuecTBeHHbM Wi-Fi ceTam, wvcnonbaywnTe BupTyanbHble yacTHble ceTtn (VPN),

UTOObl 3awWndpoBaTb CBOW TpaPuk W NpejoTBPATUTb MNepexBaT [JaHHbIX .




CoxpaHaeM
NMPMMBaTHOCTb

OrpaHUUbTE AOCTYN K JSINUHOW WHPoOpMaALUN

TAKoﬁ AEHb

KOHTEHT A4 COOBLLUECTB

He nyOonukymTe CIMIWKOM MHOIMO JMUHBLIX AaHHbIX B COUMASIbHbIX
ceTdax M Ha Qopymax.lHpopMauusa Bpode BawWero MoOfHOro MMEHWU,
ajlpeca MnpoxmBaHusa, HOMepa TenepoHa WM AaTbl POXAEHUA MOXET
CTaTb WMHCTPYMEHTOM B PYKaxX 3/OYMbIUNEHHNKOB.

MOWeHHNKN MOryT WMCNOMb30BaTb 3Ty WMHPOPMAUMK ANIA CO3AaHUSA \

Ecnn KTO-TO MpoCUT Bac MNpeaoCTaBUTb
NNUHYH WHOOPMAaLUUK 4vepe3 3NEKTPOHHYH
nouTty unm coobueHunsa, Bcerjaa
NPpOBEPANTE WNCTOYUHMK 3arnpoca.

GanbwyBbIX NpobhUnNen UM aTak TUMa «COUMNANBHOW WMHXEHEPUN» . e

B

N
[IOMHUTE, UTO MOIWEHHNKN
MOIYyT MPUTBOPATHLCS
BAWWMN APY3bAMU

NN pPoACTBEHHUKAMWU,
UTOObI BbIMAHUTbL Yy BacC
NYHbIE AaHHbIE.
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TAKoﬁ AEHb

KOHTEHT A4 COOBLLUECTB

3MIOYMBIWLNEHHNKW CO3[4aKNT NOAAESIbHbIE
CaWnTbl NN MUCbMaA, KOTOPblE BbIFAAAAT
KakK HacTosuwme, 4yTobbl 3aCTaBUTb Bac
BBECTW JIMYHbIE AAHHblE, TaKne KaK fOruvHbl,
naponn mnn Homepa 6aHKOBCKUX KapT.
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\

byabTe BHMMaTenbHbl N npoBepanTe URL-appeca
CanTOB Mepel BBOAOM KOH(pMAEHUMANIbHOWN WHPOPMaLUNA .

\

Bam MOryT npeanoxmTb MOAYyUYNTb OeCnnaTHbIN MOAAPOK
MNN YUYaCTBOBATb B PO3bIrpbile, HO ANSA 3TOro noTpebyeTcd
BBECTW JIMUHYHW WHOOPMAUMK WX OMNMAATUTb HEOOMbIUYH CYMMY .

9TO YJ1IOBKa [AJiAd TMoJiyyeHnyda BallX OJaHHbIX. —




TAKOM AEHb

OCTOPOXHO,
MOLUCHHUNKW

HEe CTaTb )KepTBOVI HiaHTaXa W BbIMOIMaTeJibCTBa

4 N
MOWEHHNKN MOryT YyrpoXaTb PACKpPbLITb Balw
NINUHbIE (OTOrpauUnN NN NEPENNCKN,

eCnn Bbl He 3anjaTuTe UM AeHbrn. 4 A
. HemeaneHHO coobupyTe o6 3TOM POANTENAM,

yunTendam umin crneunajsinCTaMm.

[ HMKOrAa HEe TMJ1aTUNTe BbIMOIraTeJlHdM.

OCTOPOXXHO, PaIbLIMBKW
o2

e N

[lpy Nokynkax B WHTepHeTe obpalwanTe BHMMaHue HekoTopble canTbl MOryT OblTb CO3AaHbl CreumanbHO

Ha OT3bIBbl NOKynaTehen N penyTalyil fnpoiaBLa. ANA TOro, UTODObl YKpacTb Bally MNaTexHyw WHpopMauui.
)N )
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OCTOPOXHO,
CKpUNT-ManHep

.
CneauTe 3a Harpyskowm Ha npoueccop

N NCNONb3yNTe ONOKNPOBUWUKW PeKaMbl
N CKPUNTOB. [

\

I9TUN CKPUMNTbl BCTPaMBaWTCH B BeO—CTpaHULp
M NCMNOJSIb3YHT PecypcChl BaWEro KOMMbHTEPA
ANs AOObIMMN KPUMTOBANKWThL 0€e3 BalWero BejoMa.
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CoumaibHasa MH)XXeHepus
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HEe CTaThb NEeWKONn B UYyXON urpe

4 N

9TOT BWJA MOWEHHWYECTBaA OCHOBAH Ha MCUXOJNIOMrMUYECKOM MaHUMyNMMpoBaHUN .
HanpnMmep, BaM MOXET MO3BOHWTb YENOBEK, MNPeACTaBUBIINNCA COTPYAHUKOM OaHkKa,
N MOMNPOCUTb MPepoCTaBUTb HoMep KapTbl i PIN-kopn. [lOMHUTEe, uTO HacToOdAwMe
COTPYAHUKN OAHKOB HWMKOIMAa HE 3anpalunBanT TakKyWw WVHPOpMauukw Mo TenedoHy.




