UHgpopmaumoHHaa namatka Ana obyudarowmxca

C KaXAbIM rOAOM MOSOAEKU B UHTepHeTe CTaHOBUTLCA bonblue, a
WKOMBbHUKU OAHU U3 CAMBIX GKTUBHBIX Monb3oBaTtenew PyHeta. Mexay
TeM, NOMUMO OFPOMHOrO KONUYECTBA BOSMOXHOCTEU, UHTEpHeT HeceT
M npobnembl. 3Ta nNAmMaTka AOSXKHA nNOMoub Tebe 6esonacHo
HaXoAUTbCS B CeTU.
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KomnbroTepHbie Bupychbl

KOoMnbrOTepHBIA BUPYC - 3TO PA3HOBUAHOCTb KOMMbOTEPHLIX
ApOrpamMm, OTSIUYUTESNIbBHOU  OCOBeHHOCTbHO  KOTOpOU  aBnseTtcs
CNOCO6HOCTb K pasmHOXeHUHo. B nononHeHue k 3ToMy, BUPYCbI MOTYT
NOBpPeAUTb WUMU MOSTHOCTBHO YHUUTOXUTb BCe (PAUNLI U AAHHbIE,
NOAKOHTPOSIbHbIE MONb30BATENHO, OT UMEHU KOTOpOro 6bina 3anylleHa
3apaXEHHas NpOrpamma, a TaKxe MNOBpeAuUTb UMU AdXe YHUUTOXUTb
ONepaUmoOHHYHO CUCTeMy CO BCeMU pannamu B Lieniom. B 6onblumHcTee
crlyYaeB pacnpocTpaHarOTCS BUPYCHI Yepe3 UHTepHeT.

MeToabl 3aWmTbl OT BpeAOHOCHbI X MPOrpamm:

1. Mcnonb3yn coBpemeHHbIe OnepalUUoHHbIe CUCTeMBI, UMeroLme
CepbEe3HbIN YPOBEHb 3aLUUTLI OT BPEAOHOCHBIX NMPOrPaMM;

2. TTocto9HHO ycTaHaBnuBaM natum  (LUMUPpPOBbIE  3aMaTKM,
KOTOpbIE ABTOMATUYECKU YCTAHABIIUBAFOTCS C LienbHo A0paboTkm
NpOrpamMmbI) U Apyrue O6HOBNEHUS CBOeW OnepaumoHHOM
cuctembl. CKaUMBAM UX TONMBKO C OMPULMUANBHOIO CanTa
paspaboTumka OC. Ecnu cyliecTByeT pexum aBTOMATUYECKOro
0bHOBNEHUA, BKMFOUU ero;

3. PaboTtan Ha cBoem KomnbOTEpe NoA NpPAaBaMu Mosb3oBaTens, a
He aAMUHUCTpatopa. 3TO He MO3BONMUT  BOMbWMHCTBRY
BPEAOHOCHBIX  MPOrPpaAMM  UHCTANSIMPOBATLCA HA  TBOEM
NepcoHasibHOM KOMnMbroTepe;

4. \cnonb3ywi GHTUBUPYCHbIE NPOrpaAMMHbIE MPOAYKTbI U3BECTHBIX
npousBoOAUTENel, C aBTOMATUYeCKum obHoBneHuem 6as;

5. 0rpaHuUYb  (PU3MYECKUM  AOCTYN K  KOMMbHOTEpy  ANs
NOCTOPOHHUX NUL;

6. Mcnonb3yn BHelwHUWe HOCUTENU UHPOPMALUU, TAKUE KaK
(prielwka, AUCK UAU  PAUN U3 UHTepHeTa, TOSNbKO U3
NpoBepeHHbIX UCTOUYHUKOB;
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7.He oOTKpbIBAM KOMMbHOTEpPHbIE PAUNBLI, MOJTyYeHHbIe U3
HeHaAEXHBIX UCTOUYHUKOB. [laxe Te painbl, KOTopble NPUCNan
TBOW 3HAKOMBIN. Jlyule yTOUHU Y Hero, OTNpasnan fim oH Tebe
nx.




Cetn WI-FI

Wi-Fi - 370 He BuA Nepeaaym AAHHBIX, He TexXHONOrus, a Bcero
nuwb 6peHa, mapka. Ewe B 1991 roay HuaepnaHackas komnaHus
3apeructpuposana bpeHs «WECA», uto 0603Ha4ano crnosocoyetaHue
«Wireless Fidelity», koTopbIi nepesoAUTCA Kak «becnpoBoaHas
TOYHOCTb>.

[o Hawero BpemeHu powna Apyras abbpesuatypa, Kotopas
aBNgeTCa TAKOW Xe TexHomnoruewn. 310 abbpesuatypa «Wi-Fi». Takoe
Ha3BaHWe 6bINO AAGHO C HAMEKOM Ha CTAHAAPT BbLICLWUIA 3BYKOBOMU
TexHUkM Hi-Fi, uTo B NnepeBoae 03Ha4YaeT «BLICOKAS TOUYHOCTb»,

[a, 6ecnnaTHbIN UHTepHeT-A0CTYN B Kage, OTenaX U a3ponopTax
aBNSeTCa OT/IMYHOU BO3MOXHOCTbHO BHIXOAA B WUHTepHeT. HO mHorue
3KCMepTbl cunuTaroT, uto obwepnoctynHeie Wi-Fi cetn He snarotcs
6e3onacHbIMU.

CoseTbl Mo 6esonacHocTu paboTe B obweaocTynHbix cetax Wi-fi:

1. He nepepnaeavi CBOFO  NUYHYHO  UHPOPMALUHO  Yepe3
obwepnoctynHole Wi-Fi cetn. Pabotaa B HUX, xenatenbHO He
BBOAUTbL MAPOSIU AOCTYNA, JIOTUHBI U KaKUe-TO Homepa;

2.Wcnonb3yih un 06HOBNAU QHTUBUPYCHbIE MPOrPaAMMBL U
6paHamay3p. Tem cambIm TbI obesonaculb cebsa OT 3aKAYKU
BUPYCa Ha TBOe YCTPOUCTBO;

3.Tlpy wucnonbsosaHumu Wi-Fi oTknrtoumn  yHkumro «O6wmi
AOCTYN K (paUNam U npuHTepam». [laHHas yHKLUUS 3aKpbITa No
YMOYAHUIO, OAHAKO HEeKOTOpbIe NOosb3oBaTen aKTUBUPYHOT eé
Ans yaobcTtea ncnonb3osaHusa B pabote unu yuebe;

4. He wcnonb3yr nybnuuHbein WI-FI ans nepenaum nUYHbIX
AGHHBIX, Harmpumep A8 BbIXOAA B COUMASIbHbIE CeTU UNU B
3N1eKTPOHHYHO MOouTY;

5. Micnonb3yh Tonbko 3awmuieHHoe coeauHeHue dvepes HTTPS, a
He HTTP, T.e. npu Habope Beb-aapeca BBOAU UMEHHO
«https://»;
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6. B mobunbHOM TenemoHe OTKAFOUU PYHKLUUIO «TToaknroYeHue K
Wi-Fi asTomaTtuuecku». He ponyckah aBTOMATUYECKOro
noAKNFoYeHUs ycTponcTea k cetam Wi-Fi 6e3 TBoero cornacus.




CoyumarbHble ceTu

CoumarnbHbIe CeTU aKTUBHO BXOAAT B HAWY XU3Hb, MHOTUE NFOAU
paboTaroT U KUBYT TaM NOCTOAHHO, a B Facebook yxe 3apeructpuposaH
MUNNUAPA YenoBeK, UTO SBNAeTCS OAHOU CeAbMOU BCeX XuTeneu
nnaHeteIl. MHOrve nonb3oBatenu He MOHUMAKOT, YTO UHEOPMALUS,
pasmelleHHas UMM B COUMUANBHBIX CeTaX, MOoxeT 6bITb HamaeHa M
MCMNOMb30BAHA KeM YroAHO, B TOM Yucre He obsasatenbHo ¢ 6narumu
HamepeHuamum,

OcHoBHbIe coseTbI NO 6€30NAaCHOCTU B COUMUANbHBLIX CeTaxX:

1. OrpaHuub cnucok apysen. Y 1eba B Apy3bax He AONXHO 6bITb
CIYYAUHBIX U HEe3HAKOMBIX NFOAEWU;

2.3aWwmWan CBOHO YACTHYHO XMU3Hb. He ykasbIBak naponu,
TenemoHbI, aapeca, AATY TBOErO POXAeHUS U APYryHO JINYHYHO
UHPOPMALINIO. 3MOYMBILWNEHHUKU MOTYT UCMOMb30BATL AaXe
WH(POPMALIMKO O TOM, KaK TbI U TBOU pOAUTENU NAaHUpyeTe
NpOBECTU KaHUKYbL;

3. 3awmLuar CBOO penyTauuko - AepXU ee B YUCTOTe U 3a4aBau
cebe Bonpoc: xoTen 6bI TbI, YTObBLI ApyrMe nONb3OBATENU
BUAENU, UTO ThI 3arpyxaelws? Tloaymau, npexae 4Yem 4TO-TO
ony6nMKOBATb, HANWUCATbL U 3arpy3uUTb;

4. Ecnu TbI roBopullb C JHOABMU, KOTOpPLIX He 3Haelb, He
MCMONb3YW CBOe peafibHOE UMA U APYryHO  JIUYHYHO
UH(POPMALIUU: UMS, MeCTO XUTesbCTBA, MeCTO y4ebbI U npovee;

5. 3beran pasmelueHus otorpaput B WHTepHeTe, rae TbI
N306paxeH Ha MeCTHOCTU, NO KOTOPOU MOXHO onpenenuTb Teoe
MeCTononoxeHue;

6.TTpu  peructpaumm B CouManbHOU ceTu HeobxoAUMO
NCMONb30BATb CIIOXKHbIE NAPOSU, cocToawme n3 byks U LMMPp U
C KOSINYeCTBOM 3HAKOB He meHee 8;

7. 0na counanbHOM ceTu, NOMYTLL U APYrUX CAMUTOB HE06XO0AUMO
MCNONb30BaATb pasHble naponu. Toraa ecnu tebs B3INOMaAroT, TO
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3NT0YMBILWIEHHUKM NOSyYaT AOCTYN TONbKO K OAHOMY MecTy, a
He BO BCe cpasy.




SNeKTPOHHbIE AeHbr

DNeKTPOHHbIE AeHbMM — 3TO OYeHb YAO6HLIM cnocob nnatexen,
OAHAKO CYLIEeCTBYHOT MOLIEHHUKMU, KOTOpble XOTAT MOSyYuTb 3TU
AeHbI U,

DNeKTPOHHbIE AeHbrU NOSBUIIUCL COBCEM HeAABHO U UMEHHO U3-
3@ 3TOr0 BO MHOTMUX FOCYAAPCTBAX AO CUX MOpP He MPOMUCAHO NPO HUX
B 3GKOHAX.

B Poccuun xe OHU PYHKLMOHUPYHOT U O HUX YyXe MPOnUCaHO B
3aKOHe, rAe UX pasfensaroT Ha HeCKOJSIbKO BUAOB - AGHOHUMHBIE U He
aGHOHUMHbIe. PasHuUa B TOM, YTO GHOHUMHbIE - 3TO Te, B KOTOpPbIX
paspellaeTcs  MpoOBOAUTL  onepauum  6es  nAeHTUPUKALUU
nonb3oBatens, a B HEAHOHUMHBIX UAEHTUPUKALUU NOoJSib3oBaATENS
aBnsetcs obasaresibHOWU,

Takxe cneayeT pasnmUuaTth 351eKTPOHHbIE (PUATHbIE AeHbru (PaBHbI
rOCYAApPCTBEHHBIM BANKOTAM) U 3JIeKTPOHHbIE HePuaTtHbIe AeHbru (He
PABHBI FOCYAAPCTBEHHBIM BANFOTAM).

OcHoBHbIe coBeTbI No 6e3onacHou paboTe ¢ 3N1eKTPOHHLIMU
AeHbramu:

1. TTpuaxu k cuyeTy MO6UIBbHBIU TenemoH. OTO CAMbIN YAOOHLIN U
6bICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYN K cyeTy. TTpUBA3AHHLIN
TerneOoH NMoMoxeT, ecnu 3abyaellb CBOW MNNATEXHBLIA MaAposib
WU 3auaellb Ha CaUT € He3HaKOMOr O YCTPOUCTBA;

2. Acnonb3yn opHopasosbie naponu. Tlocne nepexoaa Ha
YCUIeHHyrO aBTOpu3aumio Tebe yxe He 6yaer Yyrpoxatb
OMACHOCTb KPaXxu UMM nepexeaTta NNaTtexHoro napons;

3. Beibepu cnoxHeivi naponb. TTpecTynHukam 6ypetr He npocCTo
yraaatb CRNOXHbLIW naponb. HaaexHble naponu — 3T0 Naponu,
KOTOpble coaepXaT He MeHee 8 3HAKOB U BKMHOYArOT B cebsd
CTPOYHbIE U NPONUCHBIE BYKBbI, LIUEPLI U HECKOJIbKO CUMBOJIOB,
TaKMe Kak 3HaK AonSapa, PyHTa, BOCKNULIATEsNbHLIW 3HAK U T.M.
Hanpumep, $tRONg!;;


http://gimn-keg.ru/setevichok.htm

4 He BBOAU CBOU
AoBepsellb.,

J1MYyHbIe AOaHHbIE Ha CGﬁTGX, KOTOPbIM

He



SNeKTpOoHHas noyrta

DNeKTPOHHAs NoYTa — 3TO TeXHOSIorMa U NpefoCTaBfisemble ero
YyCNnyru no mnepecblsike U MOSTyYeHUHO 3NEeKTPOHHBIX COoobleHun,
KOTOpble pacnpefenatoTca B KOMMbroTepHou  cetu.  O6bIYHO
3MeKTPOHHLIM MOYTOBLIMA AWMK BLIFNSAUT Crnelyrowmm ob6pasom:
UMs_nonb3osatensa@umsa_aomeHa. Takxe Kpome nepenaym npocroro
TeKCTa, UMeeTCs BO3MOXHOCTb NepenaBatb (pamsibL.

OcHoBHblIe coeTbI NO 6e3onacHou paboTe ¢ 3neKTpOHHOU
MNOYTOW:

1. Hapo BbI6path NpaBUIIbHBIA MOYTOBLIM CepBUC. B WHTepHeTe
eCTb OrpOMHLIN BbIGOp 6ecnnaTHLIX MOYTOBLIX CepBUCOB,
OAHAKO nyulle A0BepaTb TeM, KOrO 3Haelb U KTO MepBbIA B
penTuHre;

2.He ykasbiBah B JIUYHOM MoOYTE JIUYHYHO UHMOPMALUHO.
Hanpumep, nyuwe BbIOPATb «MY3bIKANbHLIM_(PAHAT@» unu
«pok2013» smecTo «Temal3»;

3. cnonb3yn ABYyX3TanmHyro asTopu3aumio. 3TO KOrAa MOMUMO
napons HYXHO BBOAUTL KOA, NpuckinaembeIii no SMS;

4. Boibepu CrnoxHbIM naponb. [ns KaxAaoro nOYTOBOroO AlWMKA
AOSXeH 6bITb CBOU HAAEXHBLIN, YCTOMYMBLIW K B3SIOMY NAPOSib;

5.Ecnn ecTb BO3MOXHOCTb HAMUCATbL CAMOMY CBOW JIUYHBIW
BOMPOC, UCMOSb3YW 3TY BO3MOXHOCTD;

6. Mcnonb3ylh HecKONbKO NOYTOBLIX AWMKOB. TlepBbIA AnNS
UYACTHOWU MepernucKu C aApecaTtamm, KOTOpbIM Thl AoBepsellb.
3TO D3NeKTPOHHLIA aApeC He HAAO WCNOnb3oeatb MNpu
perucTpaumm Ha opymax U camTax;

7. He oTkpbIBAM (PAUNBI U ApYTrUe BIOXEHUS B MUCbMAX AGXe ecnu
OHU TMpUWNU OT TBOUX Apysen. Jlydwe YyTOUHU Yy HUX,
OTNPABMSNU NN OHU Tebe 3TU PaUbI;

8. TTocne oOKoHYaHUs paboTbl Ha MOYTOBOM CepBUCE nepes,
3GKpbITUEM BKIIGAKU C CQUTOM He 3abyAb HaXaTb Ha «BbinTtu»,
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KubepbynnuvHr unv suptyasnibHoe U3aesaresibCTBo

KubepbynnuHr — npecnenosaHue coobLEeHUSMU, COAEPKALLUMU
ockopbrieHus, arpeccuro, 3anyrueaHuWe; XyJIUFaHCTBO; COLMArbHOe
6OUKOTUPOBAHWE C MOMOLLBIO PA3NIUYHBIX UHTEPHET-CepBUCOB.

OcHogHbIe coBeTbI No 6opbbe ¢ knbepbynMHrom:

1.

He 6pocaiica B 6ou. Jlyuwmm cnocob: nocosetoBatbcs Kak cebs
BECTU U, eCrin HeT TOro, K KOMY MOXHO 06paTtuThCe, TO BHavase
ycnokouTbca. Ecnu TeI HayHelwb OTBeYaTb OCKOpbMeHUsSMU Ha
ockopbieHUs, TO TOSbKO elle 6onblue pa3oxxellb KOHPIIUKT;

. Ynpasnsau csoeun kubeppenyrtaumen;
. AHOHUMHOCTb B CeTU MHUMAs. CyLLeCTBYHOT CMOCOBLI BBISCHUTD,

KTO CTOUT 3a GHOHUMHBIM AKKAYHTOM,

.He ctout Bectu xynuraHckuu o06pas BUPTYANbHOU XU3HU.

NHTepHeT uKcupyeT BCe TBOU [eUCTBUS U COXpaHsSeT UX.
Yaanutb ux 6yaeT KpaviHe 3aTpyAHUTENBHO;

. Cobnropan CBOU BUPTYAsIbHYHO YeCTb CMOSIOAY.,
. UrHopupym e AVNHUYHBIN HeraTtus. OpHopasosbie

ockopbuTenbHble cooblieHua nydwe urHopmupoeatb. O6bIYHO
arpeccus npekpawaeTcs Ha Ha4asibHoOW CTaauu;

.baH arpeccopa. B nporpammax obmeHa MrHOBeHHbIMU

COO6LEeHUAMUN, B COUMUANBHBIX CeTaX eCTb BO3MOXHOCTb
61OKUPOBKU OTNPABKU COObLLEeHUIA ¢ OnpeferieHHBIX aApecos;

.Ecnn  Ter  cBupetenb kubepbynnuHra. Teou  pewicTBua:

BBICTYNMUTb MPOTUB MpecnefoBatens, nokKasatb emy, 4YTo ero
AeNCTBUA OLEHUBAFOTCS HeratMBHO, MOALEpXaTb XepTsy,
KOTOPOU  HyXHa MCUXONOrnuyeckas MOMOLWb, COOBWUTH
B3POCIILIM O (PAKTE arpecCcUBHOro noBeaeHUs B CeTu.
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MobunbHbI b Tened oH

CoBpemeHHbIe CMAPTMOHBL U NIIaHWeTLI COAepXaT B cebe BNOsHe
B3POCIbIA (PYHKLMUOHAN, U Tenepb OHU MOTYyT KOHKYpPUpPOBATb CO
CTAUUOHApHLIMU  KomnbroTepamu. OfHAKO, CpeacTs 3AWMTLL AN
NOAO6HBLIX YCTPOUCTB MOKA OYeHb Masno. TeCTUpPOBAHUE U MOUCK
YSI3BUMOCTEN B HUX MPOUCXOAUT He TaK UHTeHCUBHO, Kak ansa TTK, To
Xe camoe Kacaetcs U MOBUNbHLIX MPUSIOKEHUM.

CospemeHHbIe MObUNbHbIe 6paysepbl yxe MPaKTUYecKu AOorHanu
HAacTONbHbIE QHANOTU, OAHAKO pacluMpeHue yHKLUOoHaAnNa Breyet 3a
cobou 60nblUYHO CROXHOCTb U MeHbLUYHO 3aLULLLEHHOCTb.

[aneko He BCe nNpouv3BOAUTENU BLIMYCKAFOT OBHOBMEHUS,
3aKpbIBAFOLLME KPUTUYECKUE YI3BUMOCTU ANS CBOUX YCTPOUCTB.

OcHoBHbIe coeeTbI ANa 6e30NacHOCTU MOBUNBHOrO Tene@oHa.

1. Huuero He sBnsgetca no-Hactoswemy 6ecnnatHeIM. byab
OCTOpPOXeH, Beab Koraa Tebe npeanararoT 6eCnnaTHLIN KOHTEHT,
B HEM MOTYT 6bITb CKPBITHI KAKUE-TO MJIAaTHbIE YCIYru;

2. Ayman, npexpe yYem otnpasutb SMS, oto unu Buaeo. Tbl
TOYHO 3Haelb, rAe OHW byayT B KOHEYHOM utore?

3. Heo6xoaumo 06HOBNATH OMEepauUoOHHYHO CUCTeMy TBOero
CMApTCPOHQ;

4. V\cnonb3y aGHTUBUPYCHbIE MPOrPaMMBI AN MOBUIbHBIX
TeneqOoHOB;

5. He 3arpyxan npunoxeHus OT Heu3BeCTHOrO UCTOYHUKA, BeAb
OHW  MOTYT  COAepXaTb  BpefOHOCHOe  MpOrpammHoe
obecneyeHue;

6. TTocne Toro kak TbI BbIWAEWb C CAMUTA, FAe BBOAUN JIUYHYHO
WHPOPMALIUIO, 3aMAU B HACTPOUKU bpaysepa 1 yaanu cookies;
7.Tlepyuoamyeckm  nNpoBepast  KakmMe  MNaTHble  YCnyru

GKTUBUPOBAHLI HA TBOEM HOMepe;

8. [laBai cBOM HOMep MOBUNBLHOrO TerlePOHAa TOSbKO JHOAAM,

KOTOPBIX ThbI 3HAELWb U KOMY AOBepsellb;
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9. Bluetooth ponxeH 6bITb BbIKMHOYEH, KOraa Thl UM He
nonb3yelwbcsa. He 3abb1Bah MHOrAa NpoBepaThb 3TO.




Online urpei

CoBpemeHHbIe OHSIaUH-UMpLI - 3TO KpAaCcOYHbIe, 3aXBaThIBArOLME
passriedyeHuns, obbeauHaroWmMe COTHU ThICAY YerioBeK Mo BCeMy MUPY.
Nrpoku wuccrneayroT AGHHBIA UM MUp, O6LAHOTCS ApPYr C APYTroMm,
BbIMOJSIHAFOT 3GAAHUS, CPAXAFOTCA € MOHCTPAMU U MOSYYaroT OnbIT. 3a
YAOBOJIbCTBUE OHWU NAATAT: MOKYMNArOT AUCK, OMNAYUBAFOT abOHEMEHT
WU NpUobpeTaroT Kakue-To onuuu.

Bce 3t cpeacTBa MAyT Ha NnoadepX)aHUe U pasBUTUE UTPLI,  TAKXKE
Ha camy 6e30nacHOCTb: COBEepLUeHCTBYHOTCA CUCTEMbI AaBTOPU3ALIUM,
BbIMYCKAFOTCA HOBbIe NATyM (LMpOBbIE 3aMNNATKU ANS NPOrpamm),
3aKpLIBAFOTCA YA3BUMOCTU CepBepoB.

B nopobHbIX urpax CTOUT ONAcatbcs He CTOSbKO CBOUX
COMepHUKOB, CKOJMbKO KPAXW TBOero Mnaposis, Ha KOTOPOM OCHOBGHA
CUCTema aBTopu3aLmUm 60NbLIMHCTBA UTP.

OcHoBHbIe coseTbI NO 6€30NacHOCTU TBOEro UrpoBOIro AKKayHTa.

1. Ecnv ppyron urpok Bepet ceba nnoxo unu cospaeT Tebe
HenpuaTHOCTU, 3a610KUpPYU ero B CNUCKE UTPOKOB;

2. TToxanymca aAMUHUCTPATOPAM UFpbl Ha NOXOe MnoBeaeHue
3TOr0  UrpoKa,  XenatenbHO  MPUNIOXUTL  KaKUe-TO
AO0Ka3aTeNbCTBA B BUAE CKPUHOB;

. He yka3sbIeavi NUYHYHO UHPOpPMALMFO B NpOPAUIIe UTpPhI;

. YBaXal Apyrux yuacTHUKOB No urpe;

. He ycTaHaenuBam HeopuumanbHbIe NATYU U MOABI;

. Ucnonb3yl cnoxHele v pasHeie naposnu;

. Naxe BO Bpema UrpbI He CTOUT OTKNFOUATb aHTUBUPYC. TToKa TbI
Urpaellb, TBOU KOMMNbFOTEP MOTYT 3apasuTh.

o IV
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OULWMHT unu Kpaxa JIMYHbl X AAaHHbI X

O6bIUHOM KpaXel AeHer U [OKYMEHTOB CerofHsa yxe HUKOro He
YAVBULLL, HO C PasBUTUEM UHTEPHET-TEXHOMOTUM 3MO0YMBILNEHHUKU
nepemecTUsIUCb B UHTEpHET, U MPOAOIIKAFOT 3AHUMATLCS «ITHOOUMBIM»
AeSIOM.

Tak nossunacb HOBAsA yrposa: UHTepHeT-MOLeHHUYeCTBa WU
(PULIUHF,  FNABHAS  Ueslb  KOTOpOro  COCTOMT B MOSyYeHuu
KOH(PUACHLUMASIbHBLIX AAHHBIX MONb3oBaTenie — JI0OrUHOB U MApOoseu.
Ha aHrnumickom asbike phishing umtaetca kak quwuHr (ot fishing —
pbIbHas noeng, password — napons).

OcHosHble coseTbl 1o 6opbbe ¢
¢ ULWMHIroMm:

1. Cnean 3a CBOUMM QKKAyHTOM.
Ecnu TeI nonospesaews, 4TO
TBOS aHKeTa 6blna B3SIOMAHA, TO
Heo6xoAMMO 3ab6nOKMpOBATL ee
N COoObWUTL AAMUHUCTPATOPAM pecypca 06 3TOM KAK MOXHO
cKkopee;

2. cnonb3y 6esonacHble Beb-camThI, B TOM YncCle, UHTepHeT-
MQarasuHOB U MOUCKOBBIX CUCTEM;

3. Ucnonb3yh cnoxHeie v pasHble naponu. Takum obpasom, ecnu
Tebs B3/IOMArOT, TO 3MIOYMBILSIEHHUKU NOyYaT AOCTYN TOSbKO
K OAHOMY TBOeMYy MPOPUINIO B CeTU, a He KO BCeM;

4. Ecnu Ttebs B3nomanu, 10 HeobxoauUMO npeAynpeAuTb BcexX
CBOUX 3HAKOMBIX, KOTOpbIe A06aBneHbI y Tebs B APY3baXx, O TOM,
4yTo Teba B3NOMANU U, BO3MOXHO, OT TBOero umeHu byaet
PACCHLNATLCA CMAM U CCLLIKU HAQ (PULIUHIOBbIE CAMUTHI;

5. YcTtaHou HagexHbIW naponb (PIN) Ha MO6UNBHBIN TeneqoH;

. OTKnroun coxpaHeHue napons B 6paysepe;

7. He oTKpbIBAM (PAUIILI U ApYrUe BIOXKEHUS B MUCbMaxX Aaxe ecnu
OHU nMpUWNU OT TBOUX JApy3eW. Jlyuywe YyTOUHU Yy HUX,
OTNPABNSNU NN OHU Tebe 3TU PannbL.

o



Ling posas penyrayus

Linepposas penytaums -

3TO HeraTuBHas nnu

MNO3UTUBHAS WHPOpPMaALUMS B

cetu o Tebe. i N
KomnpomeTtupyrowas

WH(pPOPMALIUS pa3mellieHHas B UHTepHeTe MoxeT cepbe3Hb1M o6pasoM
OTPA3nUTLCA Ha TBOeW peasibHOU XU3HU. «Lilugpposas penyTtauusa» - 310
TBOU UMUAXK, KOTOPLIA POPMUPYETCS U3 UHPOopmaumm o Tebe B

WUHTepHeTe.
TBOE MeCTO XUTenbCcTBa, y4ebbl, TBOE (PUHAHCOBOE MOJIOXeHue,
0CO6eHHOCTU XapakTepa WU pacckasbl O 6nuM3kux - BCe 3TO

HaKanMBaeTCs B ceTu.

MHorve noAapoCTKU NEerkoMbICNeHHO OTHOCATCA K nybnukaumu
NUUHOU  UHpOpMaumMm B MHTepHeTe, He MOHUMAS BO3MOXHBIX
nocneacTBUU. Tbhl fAaXe He CMOXelb A[AOraadTbca O TOM, 4TO
qpoTorpagus, pasmelleHHas 5 neT Hasaa, ctana MpUYUMHOM OTKasa
ApUHATL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHue TBOUX OTOrpaPuia U  apyrue
AEUCTBUA MOTYT He UCYe3HYTb Aaxe Mocrie TOro, Kak Tbl UX YAANULb.
TbI He 3HaeWwb, KTO COXPAHUN 3Ty UHPOpPMAUUKO, MONana fv OHa B
MOUCKOBbIE CUCTEMBI U COXPAHUNACb JIM OHA, @ rNAaBHOe: YTo
NOAYMarOT O Tebe OKpyxaroliee NHOAU, KOTOpLIE HAMAYT U YBUAAT 3TO.
Hantn uHgpopmaumko MHOro net cnycta cmoxeT nHobow - Kak U3
AO6pPLIX MO6YXAEHUW, TaK U C HamMepeHUem MPUYUHUTL Bped. ITO
MOXeT 6bITb KTO YroaHo.

OCHOBHbIe COBeThbI MO 3alWmTe UUPPOBOU penyTaLmu:

1. TToayman, npexpge yem 4yTO-TO NYb6NMKOBATL U Mepenasatb y
cebs B 6:10re N B COLUMANBHOM ceTu;

2. B HacTpoMikax npoopuna yCTaHOBU OrpaHUYeHUs Ha NPOCMOTP
TBOEro NpogUNS U ero COAepPXUMOro, CAeNai ero TONbKO «Ans
Apy3eun»;

3. He pasmewant n He ykasbIBa UHPOPMALUKO, KOTOPAsS MOXeT
Koro-nmbo ockopbnatb unu obuxare.
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ABTOpCKOe rnpaso

CoBpeMeHHbIe LWKOJIbHUKU- aKTUBHbIE MOJSIb30BATEN U LUGPPOBOrO
npocTpaHcTea. OAHAKO [Aaneko He BCe 3HAFOT, YTO MONb30OBAHUE
MHOTUMU BO3MOXHOCTSIMU LUPPOBOrO Mupa TpebyeT cobnropeHus
ApaB Ha UHTENEeKTyanNbHYyHO CO6CTBEHHOCTb.

TepMUH «UHTennexkTyanbHas CcO6CTBEHHOCTb» OTHOCUTCA K
PA3NIUYHBIM TBOPEHUSM YenoBeYyeCKOro yma, HauuHas ¢ HOBBIX
n3sobpeTteHu u 3Hakos, 0603HaYarOWUX COBCTBEHHOCTb HA NPOAYKTHLI U
YCNYru , U 3aKaHYUBAS KHUFAMU, POTOrpacPUAMU, KUHOMPUIIBMAMU U
MY3bIKASTbHBIMU NPOU3BEAEHUAMM,

ABTOpPCKME nMpaBa - 3TO MNPABA HA UHTENNeKTyasnbHyHO
CcO6CTBEHHOCTb Ha MNpou3BefAeHUs Hayku, NUTepaTypbl U UCKYCCTBA.
ABTOpPCKME MpaBa BLICTYNAKOT B Ka4yecTBe raApaHTUM TOrO, 4TO
WUHTEeNeKTYaNbHLIN/TBOpYECKUA Tpya aBTOpa He 6yaeT HAMPACHBIM,
AGCT eMy CnpaseAnivBbIe BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTarax
cBOEro TpyAa, MOMYyYUTb U3BECTHOCTb U npusHaHue. Hukto 6e3
paspelleHnUs aBTOpa He MOXeT BOCMpPOU3BOAUTL ero rnpoussefeHue,
pacnpoCTpaHaTh, ny6nmuHo AEMOHCTPUPOBATD, npoAasatb,
MMMNOPTUPOBATb, MNYyCKATb B MpOKAT, MNY6NMUYHO  UCMONHATH,
NOKA3bIBATL/UCMONHATL B 3¢pUpe UK pasmellaTb B MIHTepHeTe.

Ncnonb3oBaHWe «nUpaTckoro» nporpammHoro obecnedeHus
MOXeT MpUBECTU K MHOTUM PUCKAM: OT MOTepU [AGHHLIX K TBOUM
GKKAYHTam A0 6510KUMpOBKU TBOErO YCTPOUCTBA, MAe YCTAHOBMEHHbIU He
neranbHas nporpamma. He ctouT Takxe 3abbIBaTh, YTO CyluecTsyeT
neranbHbIe U 6ecnnaTHbIe NPOrpammbl, KOTOpbIe MOXHO HaUTU B CETU.
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O noptane

CeTeBUYOK.pep -~ TBOW MMABHBIN COBETUMK B CeTU. 3AeCb ThI MOXelb
y3HaTb 0 6@30MNAaCHOCTU B CETU MOHATHBIM U AOCTYMHLIM S3bIKOM, G NpU
BO3HUKHOBEHUU KPUTUYECKOMU cUTyaumm obpaTuTbCs 3a COBeTOM. A
TaKXe MPUHATb ydacTUe B KOHKYpCaX U CTaTb CAMBIM LIUPPOBLIM
rpaxaaHuHom!
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